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Privacy Law Reform

Avoiding Dirty Data: Know you way around the new
gRrivacylaws
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Outline of reforms X TressCox

« The Privacy Amendment (Enhancing Privacy Protection)
Act 2012 takes effect on 12 March 2014

 Guidelines now finalised (Friday 21 February 2014)

- The Act provides for:

« harmonised privacy principles,

 changes to credit reporting,

- the registration of codes, and

 the enhanced powers of the Privacy Commissioner.
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A TressCox

Progression to Unified Principles (iuvers

National Privacy Principles — formerly applicable to
the Private Sector

Information Privacy Principle — formerly applicable to
the Federal Public Sector

Australian Privacy Principles — 13 new APPs applying
to all ‘organisations’
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Definitional changes K TressCox

- Organisation
- An organisation is any entity that is not a Small Business
A Small Business has turnover of less than $3,000,000 annually

 Personal Information

« Any information or an opinion about a person if that person is
‘reasonably identifiable’

« Applies even if information is untrue or not recorded in a
material form

* Reasonable
- The concept of reasonableness permeates the legislation

« Organisations should be in a position to justify their position by
reference to the countervailing considerations
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Comparison of Principles =~ X IressCox
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APP1 Open and transparent NPP5
management of personal
information
APP2 Anonymity and pseudo- NPPS8
anonymity
APP3 Collection of solicited NPP1 IPP2
personal information
APP4 Dealing with unsolicited
personal information
APP5 Notification of the NPP1 IPP2
collection of personal
information
APP6 Use or disclosure of NPP2 IPP10

personal information
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Comparison of Principles K TressCox
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APP7/ Prohibition on Direct NPP2

- Marketing

APPS8 Cross-border disclosure of NPP9
personal information

APP9 Adoption, use or disclosure NPP7
of government related
identifiers

APP10 Quality of Personal NPP3 IPP8
Information

APP11 Security of Personal NPP4
Information

APP12 Access to Personal NPP6 IPP6
Information

APP13 Correction of Personal NPP6 IPP7
Information
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OAIC - Expansion of Powers 2,/ressCox

« Performance Assessments

« Code making power

- Own Motion Investigations (OMIs) and determination
« Enforceable Undertakings

« Civil Penalty Orders
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Key Changes X TressCox

Personal Information

 Information or an opinion about an identified individual
or an individual who is reasonably identifiable:

- whether the information or opinion is true or not, and

- whether the information or opinion is recorded in a
material form or not
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Key Changes X TressCox

Direct Marketing (APP 7)

- New APP 7 restricts the use or disclosure of personal information for
direct marketing unless an exception applies:

- If collected directly — reasonable expectation — notice

- If no reasonable expectation or 3P source — consent (unless not
practicable)

* Opt out

- These obligations do not replace the obligations under the Spam Act
2003 or the Do Not Call Register 2006, but rather, operate in
addition to them
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Key Changes X TressCox

Cross-border disclosure of PI (APP 8)

« An organisation must take reasonable steps to ensure an O/S
recipient does not breach the APPs

- No action required if:

 the organisation has a reasonable belief that the O/S recipient is subject
to a substantially similar privacy law/regime, or

« individual has consented

 Vicarious liability for breach (potentially)
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Contact Us X TressCox

Mark Bamford
Partner

TressCox Lawyers
Phone: (02) 9228 9390

Email: mark_bamford@tresscox.com.au
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Disclaimer

~ Jurisdiction

TressCox PowerPoint material does not constitute legal advice

The material on this PowerPoint has been produced by TressCox Lawyers and has been prepared as general information about TressCox and its services. It is not intended to provide legal
advice and, as such, the content does not constitute legal advice. Use of this PowerPoint does not create any solicitor-client relationship between the user and TressCox.

Copyright

The contents of this PowerPoint (Materials) may not be copied, reproduced, republished, uploaded, posted, transmitted or distributed in whole or part for any purpose other than
individual viewing of the PowerPoint without the express prior permission of TressCox. Unless otherwise indicated, copyright of the Materials is owned by TressCox. Modification of the
Materials or use of the Materials for any purpose will constitute a violation of the copyrights and other rights of TressCox.

Linked Sites

TressCox is not responsible for the content of any sites linked within this PowerPoint. The linked sites are attached for the convenience of the user only and may be accessed by the user
at the user’s own risk.

Privacy

TressCox is committed to protecting your privacy. In the course of our business we collect, use and disclose personal information provided to us by our clients and other users of

this PowerPoint. We do this in accordance with National Privacy Principles established by the Privacy Act 1988 (Cth). Please refer to our privacy statement for more details.

R

This PowerPoint is the property of TressCox. Legal content is based on laws applicable in the states and territories in Australia in which we practise. TressCox does not represent that it is
authorised to provide legal advice in all the jurisdictions from which this PowerPoint can be viewed.

Limitation of liability

To the extent permitted by the law, TressCox will not be liable for any damage, including loss of business or profits, in relation to usage of this PowerPoint. Where any law implies a
liability which cannot be excluded, any such liability is limited and provided for by the Competition and Consumer Act 2010.
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